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   Abstract: In recent years, ransomware have become one 
of the most important threats facing both individuals and 
organizations. Attackers use strong encryption methods to 
create dangerous and comprehensive malware, making 
their ransom software flawless. Surveys indicate an 
increase in the number of assailants in parallel with the 
increase in the number of victims and the increase in illegal 
income. In the early years, especially at the risk of 
individual ransom viruses, more complex attacks are now 
beginning to appear that lead to the encryption of multiple 
machines targeting companies and every device connected 
to the Internet. In this study, ransom virus attacks against 
Internet of Things (IOT) network which is formed by 
connecting multiple devices with each other are examined 
and a study is presented about the measures to be taken. 

   Keywords:  Ransomware, Internet of Things, encryption, 
decrypting passwords, preventive measures, threats, 
security. 

I. INTRODUCTION 

Ransom viruses are malicious software that has 
been shown to destroy personal, industrial or government 
network-related resources by encrypting them [1]. The 
cybercriminal smartphone, which continuously develops its 
methods and software, aims to use all the smart devices 
connected to the network after the networked computers and 
tablets as a ransom collection tool [2]. However, the current 
trends in technology, such as the proliferation of internete 
connected devices, the perception of personal data of users 
in social media, and the spread of cryptographic currency 
units, allow hackers to easily infiltrate devices. 

Attacks on systems using ransom software are 
increasing day by day and getting more complicated. 
Individuals or groups using such harmfulness are developing 
methods and measures against harms that they meet or meet  
daily. 

As more and more objects are connected to the 
Internet, security concerns with individual, institutional and 
public institutions are increasing. For example, even today, 
some automobiles that use advanced technology can be 

affected by attacks. These virtual attacks can lead to loss of 
life, as well as to the theft of automobiles. Unlike traditional 
virus software threats, ransom attacks on IOT can be more 
devastating than just security services that can lead to 
significant information breaches, such as confidentiality, 
integrity and availability, as well as causing financial losses 
[3]. 

Individual fraud in IoT devices is difficult because 
attackers need to determine the right owners of the devices 
they are requesting for the ransom money. In addition, most 
IOT devices are controlled / managed by other devices; 
Therefore, the attacker needs to find the device that controls 
the system to leak and encrypt the data. Successful attacks 
are only possible if the attacker knows the topological 
settings of the IOT network. 

A typical IOT setup includes heterogeneous devices with 
embedded sensors connected together over a network, as 
shown in Figure 1. IOT devices often have low power, small 
memory and limited processing capacity. Gateways are used 
to connect IoT devices to the outside world and to provide 
data and services to IoT users remotely [4]. 

 

 
 
 
 
 
 
 
 
 
 
 

Figure 1. A Sample IOT and Security Release Zones 
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A.Types of Ransom Software 

There are two basic types of modern ransom 
software, the hybrid randy software that combines locker and 
crypto together.  

The contamination of both types of malware is 
similar. A user may infect various types of ransom viruses 
with his machine. With downloads from unsafe sites, spam, 
or different forms of social engineering, users are exposed to 
infection. However, the damage after infection is different  
for both types. Locker software blocks access to a user on an 
infected machine, but usually leaves the underlying system 
and the file untouched. They can change the functionality of 
devices in IoT systems, restrict user access, disable user 
interfaces, disable sensors in the system, and cause Denial of 
Service (DoS) attacks to reduce device performance. Locker 
ransom attacks are usually initiated on front-end IoT devices 
to prevent user access. 

On the other hand, crypto ransom software is a type 
of data encryption that prevents people from accessing vital 
files or data (e.g., documents, images, videos, etc.) using 
encryption methods. Therefore, the files that have been 
attacked will not work until a ransom is paid and the 
decryption key is obtained. Crypto ransom software targets 
IOT systems where mainstream data are stored rather than 
front-end devices. 

Hybrid ransom attacks, combining encryption and 
locking mechanisms, are more dangerous than device data 
and functionality can be compromised. A hybrid ransom 
attack can be more dangerous than it can target front-end and 
back-end IOT devices and systems. Technically, it is difficult  
to launch hybrid ransom attacks due to device heterogeneity, 
ownership and multi-tiered distribution of IOT systems, but 
such attacks can easily paralyze an entire IOT network, 
including front-end devices and back-end application 
servers. 

B.Transmission Methods of Ransom Viruses to Iot Systems 

C.Content distribution network (CDN) and malicious ads 

If malware is buried in multimedia and internet 
traffic, large amounts of ransom can be distributed [5]. 
Attackers can block CDN (Content Distribution Network) 
traffic on back-end edge networks and front-end IOT 
devices. Ransom software can keep CDN traffic using back-
end cache servers and internal memory of IoT devices. 
Attackers can also capture IoT device users through 
malicious advertisements; where the material posted via the 
CDN appears legitimate, and malware is installed on the 
device when users click on the ad. 

D.Botnets and Downloaders 

Ransom software can also use botnets that roam 
silently over IoT networks. Attackers can use phish-e-mails , 
asking users to download the upcoming files or click on 
certain links. When the botnet is enabled as a result of the 
actions of users or devices in response to a phishing e-mail, 
the entire IoT network is seized. A botnet can also be a tool 
for self-propagating ransom software that can cause DoS 
attacks on an IOT network [6]. When a device / network 
security is compromised, the device / related information can 
be sold to other ransom software and botnet operators. 
Therefore, data and devices are constantly threatened even 
after you remove the ransom software from the network. 

E.Social Engineering 

Ransom software uses social engineering tactics to 
allow attackers to portray themselves as legal authorities. It 
is an easy tool to enter user systems and collect user 
information. However, IOT devices often do not provide 
direct interaction with external users. In this case, ransom 
software can be launched by external users, presenting 
themselves as legitimate users / devices on the IOT network. 

F.Fancy Software Services 

Given that IoT devices are largely dependent on 
application services and cloud data centers, attackers can 
block device cloud traffic and inject ransom software. At the 
end, the device may see the ransom software as a subscribed 
service. However, when IOT uses virus services, the entire 
IOT network is also threatened. 

G.Latest Technology Surveys on IOT Security 

Cisco Inc. IOTs will have up to 50 billion connected 
devices by 2020 [7]. With the emergence of smart homes, 
smart cities and smart devices, the Internet of Objects (IOT) 
is emerging as a potential growth area. The storage and 
networking capacity of IoT devices is limited and is therefore 
more vulnerable to attack than other endpoint devices such 
as smartphones, tablets or computers. For this reason, in 
addition to the protocols used for networking, 
communication, and management in network security issues, 
IOT layered architects have been reviewed and categorized 
[8]. 

It is also a major problem to investigate the security 
and confidentiality risks and produce solutions in intelligent  
home systems where many systems operate as integrated. 
Survey research aimed at minimizing these risks and raising 
the awareness of users has led to the need to pay particular 
attention to the safety of wireless sensor networks [9]. At the 
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same time, a new multi-layered cloud architecture model has 
been developed to solve the security risks and 
communication problems arising from the fact that different  
devices used in smart home systems are manufactured by 
different manufacturers and using different communication  
methods [10]. In this model, ontology based security service 
framework is designed to solve heterogeneity problems 
better. Another work focuses on user-centered IOT systems 
used in smart homes. Foreseeing cyber threats for these 
systems and suggesting a focal point for digital researchers. 
The designed system is more heterogeneous than existing 
systems and it also includes the ability to decide 
"networking" [11]. 

Another technology that has recently been 
developed is mobile cloud computing technology. The 
Internet of objects is also a new technology that is growing 
rapidly in the field of telecommunication. The main objective 
of the interaction and cooperation between the information  
transmitted through the wireless networks and the objects is 
to fulfill the goal to be shown as a unified entity to them. In 
particular, we have proposed a system that combines the 
above two technologies to explore common features and 
explore the benefits of integration and security risks, and the 
contribution of the mobile cloud system to IOT has been 
explored [12]. 

Another method of securing IOTs is access control. 
This method includes integrity, authenticity, irresolution, 
identification, verification and authorization. Management 
control approaches are divided into two categories: 
symmetric and asymmetric protocols [13], which are 
examined by considering evaluation criteria such as 
authentication, extensibility, flexibility, scalability and 
privacy freedom. 

A four-layer security architecture has been 
developed to detect and retrieve information from devices 
connected to IOT systems. The network layer supporting the 
connection between these architectural wireless or wired  
devices consists of a service layer that provides and manages 
the services required by users or applications, an application 
interface layer consisting of interaction methods between 
users and applications, and a detection layer integrated with 
the IOT end-nodes [14]. 

In networking technologies, the view that hardware-
centric approach is a software-based model transformation in 
the recent period is accepted by a large segment. In the same 
way, software-based approaches have gained importance in 
IOT systems where network security is very important. In 
this study, which describes this approach based on security 
architecture concept and software defined networks (SDN), 

the work of the so-called SDN-Domain architecture is 
described and SDN is aimed to achieve more efficient and 
flexible network security [15]. 

The development of IOT systems has also become 
widespread in the healthcare sector. However, the safety of 
the devices used in the health system is of great importance 
as it is directly related to the safety of human life. Attacks in 
this network can cause disruptions that can put many patients' 
lives at risk. This is why it is tempting for ransom software. 
This field can lead them to this field with the thought that 
they can earn high income with a chaos they can bring to the 
fair. E-health systems and their applications, which are 
defined as wireless networks connecting healthcare devices 
in the work on the security and safety of IOT-based health 
services, are covered. Security issues specific to e-health 
applications are covered, including personal health 
information and the specific sensitivity of privacy. It focuses 
on possible types of attacks that can occur at the network and 
transport floor of the OSI model, including denial-of-service 
(DoS) attacks that can slow down the system, unauthorized 
attacks, Sybil attacks, and out-of-sync attacks. Strategies 
such as the use of cryptographic codes, prevention of attacks, 
random numbers, sequence numbers and time stamps have 
been proposed and their performance has been analyzed [16]. 

IOT systems have been expanding in recent years, 
with advances in technology and devices. This expansion has 
caused many different applications in medical, civil, 
maritime, military and local areas. Each of these areas has 
different requirements and challenges. But there is a common 
problem in all of them is data security. Data security is an 
important element for any IOT network, but simple data 
security may not be enough for modern IOT systems. There 
is a need for a secure, end-to-end IOT system solution that 
allows wireless sensors to connect to any computer in the 
world while ensuring data and network security. The system 
proposed in response to this need can protect an IOT solution 
against various attacks such as data breaches, Denial of 
Service (DoS) and unauthorized access [17]. 

IOT provides interactive, common, connected, and 
intelligent nodes in an autonomous fashion, while providing 
all kinds of services. The wide distribution of IOT objects, 
the clarity and relatively high processing power make them 
an ideal target for cyber attacks. Moreover, many IOT nodes 
collect and process special information. This makes the 
systems a data mine for malware. For this reason, the ability  
to detect security and especially the attacked nodes arises in 
the successful installation of IOT networks, with the 
collection and protection of evidence of attack or malicious  
activity [18]. 
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Security issues in the messaging system, which 
allows the devices in the system to negotiate with each other, 
still pose a major threat. To solve this problem, a secure 
Message Queue Telemetry Transport (MQTT) mechanis m 
called AUPS (Autenticated Publish Subscribe) has been 
developed [19]. The mechanism has developed MQTT, a 
popular communications protocol in the IOT system, by 
providing a secure broadcast / subscription system within the 
protocol. The proposed mechanism introduces a key 
management framework and introduces new policies, thus 
providing flexible control of the flow of information in IOT 
systems with MQTT support. The proposed system is 
released as an open source under an Apache v.2 license. The 
system needs to be tested in a larger and more complex 
environment where problems with synchronizing policies 
between hosts can arise. Another study has focused on 
providing secure communication between IOT devices [20]. 
As a result, these devices have become potential targets for 
conventional Internet attacks. In order to deal with these 
problems, this work presents an architecture that allows IoT 
devices to use DTLS with mutual authentication mechanism. 

In existing health systems, dissemination of IOT 
practices offers improved and useful health services for 
doctors and patients; because they are useful for a large 
number of medical fields with the help of Body Sensor 
Network (BSN) technology. However, the lack of security 
and privacy solutions is hampering the acceptance of the 
BSN. A secure IoT based health method, called BSN-Care, 
has been proposed via the BSN [21]. The proposed scheme 
is primarily designed to remove mutual authentication and 
forgery attacks from the middle. 

It seems difficult to provide full safety of IOT 
systems. However, they can be secured with fast, efficient 
and fully automated software that recognizes known and 
unknown ransom software. This has already been suggested, 
and an approach called HELDROID has been proposed. This 
approach is based on the identification of "building blocks" 
that are necessary to prevent ransom software 
implementation [22]. 

1. Conclusion 

Smart improvements in smart technologies have 
opened a new system called IoT. This study addresses 
ransom attacks and security concerns in IOT systems. First, 
it discusses the rise of ransom attacks and outlines the 
outlines. Secondly, the types of ransom viruses are 
mentioned. Thirdly, the methods of transmission of ransom 
viruses to IoT systems have been examined. Fourth, several 
reliable case studies have been presented to warn people 
about the weakness of IOT devices against threats. Fifthly, 

the latest research on IoT safety has been searched by 
classifying the literature. Finally, although IOT can facilitate 
different aspects of human life, most IOT devices are 
vulnerable to ransom attacks. For this reason, the importance 
of strengthening IOT security and reducing ransom attacks 
must be emphasized and IOT must be trusted by the user. 
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