
 
Abstract - The using and importance of web services that 

flexibly meet the need for communication regardless of 
parameters such as platform, operating system are 
increasing day by day. In a simple sense, Web services carry 
a lot of data because they provide communication. With the 
increasing usage of web services and evolving technology, 
various methods have been developed to conceal data, to 
provide security and to prevent access by third parties in 
web services. At the same time, attack and injection 
methods for web service servers or web services have been 
developed. Some of these methods exploit the fact that the 
web services are XML-based. For example, XML injection, 
XPath (which stands for XML path language) injection are 
some of them. However, perhaps the most common type of 
attack are DOS and XDOS attacks. The purpose of this 
study is to gather the reasons of web service attacks, the 
precautions to be taken against the attack, the solutions for 
the exploits. 
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I. INTRODUCTION 
 
Web services are the new generation of web applications. Web 
services perform their tasks over the web, and these operations 
take place via the standard HTTP or HTTPS protocol [1,3]. An 
important feature of web services is that internal data and 
interfaces are shared with other users or programs. As with  
traditional APIs, a web application can use multiple web 
services shared among other applications, or even between 
companies [2]. Working and communicating all these processes 
independently from platform, operating system, programming  
languages is another reason to make this technology attractive. 
Web Services (WS) has become an important part of the Web 
because of its attractive features such as user friendly structure, 
platform independence and XML / SOAP support [1]. Web 
services have features that can fulfill almost all companies' 
simple requests (for example, sending details of a product to be 
purchased) or relatively complex requests (such as checking 
and realizing travel bookings) [2]. 
 
There are 4 technologies on the basis of web services [1]. 

 
• eXtensible Markup Language (XML) 
• Simple Object Access Protocol (SOAP) 
• Web Services Description Language (WSDL) 
• Universal Description, Discovery, and Integration 
(UDDI) 
 
XML is typically used for (hierarchical) data definition. SOAP 
is XML-based, used for sending and receiving packets with  
certain standards. WSDL can be easily understood from the 
description, as well as for service description and to determine 
the response to the request (data types, messages to be 
accepted). UDDI is used for publishing a written web service, 
opening a service and listing available web services [2,3]. 
 
Web services can have security vulnerabilities because they 
connect several platforms and it does some processing with user 
data. These explanations may relate to XML, SOAP, WSDL, or 
UDDI [4,5,6]. Especially in complex systems, since the output 
of a web service is also the input of another web service, it may  
be easier to manipulate data and values in some way and the 
danger can reach another dimensions [4]. Some of the exploits  
and attack types are as follows; 
 
• Injection, 
• Denial Of Service (DOS), 
• Spoffing, 
• Man in the middle attack. 
 
Injection has certain types. These are XML Injection, XPath 
injection, Sql injection because web services are xml based. 
Dos attacks, which are basically service stop logic, are known 
as XDOS. The reasons for XDOS include recursive payloads 
and oversize payloads. DOS and XDOS are not intended to 
access system information. It is often intended to stop services 
and make them unserviceable [4,6]. 
 

Spoofing is generally a process of accessing the system as if 
it were a user. In spoofing, SOAP messages are often sent to the 
web service server, but the destination address of the SOAP 
message is redirected to any web server client by the person. In 
fact, DOS attacks are taking place because of the large amount 
of these packages. Spoofing has types such as TCP, IP and DNS 
spoofing.  Man in the middle attack is usually the process  
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REF Attack Type Method Purpose of the paper 

[6] SQL Injection & DDOS 

The SOA platform enables the consolidation and collaboration of a number of web services 
applications served over a network. The security wall of the XML messaging framework 

designed for SOA-based systems is transparent. SOAP messages can be viewed or other types 
of attacks can be performed by bypassing HTTP and SMTP protocols. Passing a firewall 

brings security problems that can interfere with enterprise networks and cause DDOS attacks. 
Especially for DDOS and Sql Injection attacks, a framework called 'The Integrated 

Application and Protocol Framework' is developed. Within this framework, there are anti-
attack measures implemented via UDDI protocol, WSDL protocol and SOAP. 

Exploit, attack 
methods. 

[9] SQL Injection & 
XPATH Injection 

A tool called CIVS-WS (Command Injection Vulnerability Scanner for Web Services) is 
developed to detect attacks on Web services. It is aimed to detect similar attacks by teaching 

query types to the system 
Detection of attacks. 

[10] SQL Injection &XPATH 
Injection 

A comparison was made between web security scanners for injection methods. SQL Injection 
and XPath Injection have been observed to be large in number and rate. 

Security vulnerability. 
 

[11] XSS & SQL Injection 
A hybrid method has been developed. In this method, two parts, static and dynamic analysis, 

were developed. It  is noted that in static analysis, attention will be given during coding. 
Dynamic analysis is a measure that can be taken after the application is published. 

Detection of attacks 
and exploit . 

[12] XSS 

In the study, theoretical information is given about XSS vulnerabilit ies. It has been indicated 
that it  is possible to prevent XSS code from running without session permission by opening 
security tag to soap messages and adding tags such as userName and role. It is indicated that 

there are many standard and programming languages to detect injection. As in many methods, 
it  has specified 2 phases as static and dynamic phase. In addition, an attempt was made to 
penetrate web services by developing a script. The analysis data of the injection process is 

included in the study. 

Security vulnerability, 
prevention of hacking 
attacks and penetration 

test 

[13] 
General security 

vulnerabilit ies based on 
SOAP message security 

With the developing SOA technology and universal applications of SOA technology, 
heterogeneous platform-based security vulnerabilities are on the rise. Previously, two 

different security vulnerabilities for Apache Axis platforms were specified after .NET and 
their solutions were specified. A Web services security module based on the .NET and Axis2 

platform has been proposed. For example, in the module developed for .NET, 4 different 
filters are defined for requests and sent data to web services. This filter is divided into 2 in 

itself. Each filter is assigned a task. This structure is named WSE Security Framework. 

Security vulnerability, 
and prevention of 
hacking attacks 

[14] 
XPATH Injection, XML 

Injection , SOAP 
attacks, DDos, 

Because Web services want to exchange information between companies and within the 
company, security vulnerabilities in web services can constitute serious business losses. 
Security issues have been investigated in three stages. XML, SOAP and discovery (web 

service).  SOAP messages contain XML Injection-like injection methods and configurations 
for the .NET platform to prevent some of attacks. AJAX technology, which is often used in 

web applications, has been shown to be able to play session and cookie informations in 
particular, making use of the script code. 

Attack type and 
prevent attacks 

[15] DDOS 
The aim of the paper is on cloud systems and vulnerabilities in other web applications such as 
web services, especially DDOS attacks. In the study, the ways to prevent hacking attacks on 

web services at the application layer are shown. 
Attack type and 
prevent attacks 

[16] SQL Injection, XSS Applications have been proposed to detect various exploits. It has been shown that exploits 
can be detected through applications such as Acunetix, Netsparker, Firefuzzer Exploit 

[17] XML-SOA-Based 
Vulnerabilit ies 

Peer-to-peer architectures can be vulnerabilities of web services developed for the architects. 
A framework called OGSA-P2P has been developed for this purpose. Prevent attacks 

[18] DDOS 

There are 2 types of DDOS in the study; Protocol Deviation attacks and vulnerability  
exploitation are explained. In Protocol Deviation attacks, a single packet may cause the 

system to crash. The most familiar technique is the Ping of Death method. It is based on the 
method of exploiting the network of the attacked system by exploiting bandwidth, memory 
and all other processing resources in the source exploitation attack. An xml authentication 

based step system called CheckWay Gateway is developed to prevent attack. In the installed 
system, a gateway is established between the Web Service server and the client. The SOAP 
Request message from the client to the server must pass through this gateway authentication 

in particular. 

Prevent attacks. 

[19] DOS-DDOS 

In this study, DDOS attacks are divided into 2 sections as Flood and Semantic attacks. Flood 
attacks are defined as the fact that the service does not respond to other packages by sending 

regular packets to the web service server in a very serious amount. Semantic attacks are 
attacks that an attacker sends with many WS-Security headers containing nested encrypted 

items. The service will not respond to other packages again because the semantic attack 
requires a serious resource and time to respond to the request. To prevent these two situations, 
the author developed a method called Client Puzzle. The server asks the client to resolve some 
puzzles in moderate to hard terms before starting to make a difficult or expensive operation in 

terms of incoming and calculating. The purpose here is to make a distinction between the 
person who makes the request and the person who is the bot. 

Exploit detection 

[20] DDOS 

In the study, various DDOS attack experiments were performed on Java Metro, Apache Axis, 
and .NET platforms. Experiments have been done through exploits such as nested xml 

expressions, WSDL Flooding, and heavily cryptographic operations. Analyzes of attacks 
against platforms, especially memory and processor consumption have been made. Simple 

Network Management Protocol (SNMP) and network interface card are used to obtain 
analysis data. Management data of a network managed by SNMP is stored in the management 

information base called MIB (Management Information Base). 

Attack Scenarios 
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[21] SQL Injection, XPath 
Injection 

SQL Injection, and XPath Injection have been prevented as much as possible by the encoder, 
they must be re-tested through various third-party software. these programs are as follows; 

• HP WebInspect, 
• IBM Rational AppScan, 

• Acunetix Web Vulnerability Scanner 
 

The program that gives the best result for XPath injection and SQL Injection seems to be HP 
WebInspect. The study also includes reports on whether the attacker is able to obtain 

information that should be hidden, such as the user name, password, etc., carried through the 
web services, and can view the file paths of the server. It has been determined that the 

program that gives the best result regarding these 2 explanations is Acunetix Web 
Vulnerability Scanner. 

 

Automatic detection of 
vulnerabilit ies 

[22] DDOS, XDOS 

The system designed in this study has 2 modes. Normal and attack mode. If the system is not 
in normal mode, it  does not perform a validation request. If the system is taken into attack 
mode, the service requests to the server must be verified before processing. If any of the 

requests sent for the attack are validated, only one of them will be processed. Thus, the server 
does not waste resources for hack attacks done to the resources. In addition to this, the server 
is also spending resources for these validations. The resulting requests must be verified. An 

attacker can still consume the victim's system resources by sending a large number of requests 
that force verification and authentication. In order to prevent this, a mechanism called 

operations provider has been established. The operation of the operation provider directs the 
incoming authentication requests through the services in the name of the authenticator. 

Prevent hack attacks 

[23] SQL Injection, XPath 
Injection 

A tool called CIVS-WS (Command Injection Vulnerability Scanner for Web Services) has 
been developed to take precautions against SQL and XPath injection attacks. This tool is 

integrated into the system in 5 steps. One of the most important of these steps is the training 
of the system. For this, a workload comprising various parameters of the injection methods is 
created. The workload is then applied to the system to train the system. After training system 
injection methods, an attack load based on a large set of SQL Injection and XPath Injection 

attacks is created (in other words, a set of web service calls containing malicious parameters). 
Subsequently, attack load is applied to the trained system. The system is run in order to detect 
security vulnerabilit ies at the point of detection of attacks that are intended to injection in the 
system with normal inquiries during the detection of attacks. In addition, the author compared 
this application with some other anti hacking softwares and found that his own CIVS-WS tool 

gave better results. 

Detection of attacks 
and prevent hack 

attacks 

[24] 
CDATA Field exploit, 
DDOS attacks, XML 

Injection, SOAP attacks, 
Mitnick attack 

The study mentioned the explanations of a web services and other web applications. 
The Mitnick attack was first  carried out by Kevin Mitnick in the U.S.A. The method utilizes 

the vulnerabilites detected in the three-way handshake method in TCP. Assuming that there is 
a TCP connection between two devices named H1 and H2, the attacker tries to act like one of 
the devices by interrupting the connection between H1 and H2. If it  behaves like H1 here, it  
will perform Syn / Flood attack on H1 device. It also creates several TCP packets to find the 
TCP sequence number  H2 generates for H1 and sends it  to H2. The attacker takes the IP of 

H1 by spoofing and acts like it  and sends the SYN packet to H2. It is the first  step of the 
handshake method. The goal is to try to keep the TCP connection between the attacker and 
the H2 uninterrupted. Because H1 is exposed to flood attack, he will want to terminate the 
connection. H2 responds to H1 with a SYN / ACK message, but H1 can not send an RST 

packet to terminate the connection because it  is initially under SYN flood attack. In this case, 
according to the TCP sequence number and handshake operation, it  is assumed that a secure 

connection is established between the H2 device and the H1, H2 is not aware that it is actually 
connected to a malicious person. 

The CDATA FIELD vulnerability is due to the fact that web services are XML-based. 
CDATA allows characters such as '<' and '>' to run in the field. So the script codes can run 

and the CDATA FIELD vulnerability occurs in the web services. 
 

<![CDATA[ < ]]> SCRIPT CODES  <![CDATA[ > ]]> alert(‘YOU HAVE BEEN 
HACKED’) <![CDATA[ < ]]> /SCRIPT CODES  <![CDATA[ > ]]> 

 
Script code can be run in the fields written in bold font. 

There are various methods and subclasses of DDOS attacks in Web services. When trying to 
parse too many xml tags nested inside the server, attacker proof the server resources. 

XML Injection attacks can also be done in web services. DOM documents, on the other hand, 
have a more complex and intelligent structure, but there are also missing aspects of the DOM 
structure. Because attackers can not resist other types of attacks, including DoS attacks, when 
they can send extremely complex but well-documented XML documents (DOM attacks). The 

system is forced to create large sized objects in memory and the memory of system is 
exhausted. 

 
Another example of an attack for Web services is attacks based on SOAP vulnerabilities. If a 

hacker creates SOAP messages with very complex SOAP headers (SOAP headers), SOAP 
Header Attacks that can be used in WS DoS attacks can be performed. Another example of 

SOAP Attacks (also used in WS DoS) are attacks that can occur if an attacker sends repetitive 
SOAP messages to over-force the WS. The attack type is called SOAP Replay attack. 

Automatic detection of 
vulnerabilit ies. 
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between the hardware and the user to capture and inspect 
packets. Similar to the spoofing method. [7,8]. 

II. APPROACH REVIEW OF LITERATURE  
 
In this study,  a list of studies about security vulnerabilities for 
web services and their prevention in the literature has been 
made. when preparing this paper; 

• Study prepared on web service security until now and 
total number of these studies, 

• Studies, are focused on which types of attacks for 
web services, 

• Recommended solution methods for web service 
security 

• The security of the web service and other web 
technologies are connected to each other. 

These titles are considered in this study. 
  

IV. RESULTS OBTAINED  
Looking at the previous study on web services, the importance 
of web services is clear. With this importance, it is understood 
that the vulnerabilities in web services sometimes cause 
serious problems. Because Web services are separate XML 
based from other web applications, unlike classic web 
applications, there are various types of exploits and attacks 
such as XML Injection, XPath Injection, SOAP attacks. They 
need to be well analyzed and used in this way. It is very 
important that these analyzes are done well. Otherwise, 
hackers can see data that transfered with the web services or 
block communication of web services because many important 
information and data are carried through web service. 
 

III. CONCLUSIONS  
 
  There are basically two kinds of attacks in the literature when 
we look at the studies prepared on web service security. These 
are DDOS and various injection techniques. In DDOS studies,  
the aim is usually to distinguish whether the request to the 
server is a real user or a request sent from malicious software. 
Several methods have been developed for this. By solving a 
small and easy puzzle to the user, it can be understood whether 
the owner is a real person or not [19]. In addition to, by 
monitoring the general traffic of the network with SNMP, it can 
taken precaution  more safely by detectin that the system is 
under attack depending on various parameters[20]. 
 
SQL Injection, which is the most known of injection methods, 
is a common injection method not only in web services but also 
in all other web applications. In order to prevent SQL Injection, 
it is generally seen in the literature that the values coming from 
the client are analyzed well and the characters have to be taken 
carefully from the client. It can be done by the encoders,  
previously developed frameworks and programs  can be also 
used[6, 9]. For example, applications such as Acunetix have 
been found to be useful in terms of determining what kind of 

exploits are detected on which pages and uploading some 
suggestions before they are uploaded as a project [16]. 
 
Since Web services are XML-based, problems and exploits  
related to XML can occurse in web applications. Attacks with 
XML Injection and nested xml data are the most common 
attacks. Especially when attackers are attacking the server to 
proof its resources, the data in the xml file begins to unfold after 
validating the source of the XML data, such as in DDOS 
attacks. Otherwise, attempting to unravel each of the incoming  
data seriously lost time and resources to the server. 
 

Other types of attacks, such as XSS attacks, are also made 
through web services. In XSS attacks, cookies and session 
information are usually run through forwarding or scripting 
codes. Then the attackers can access the personal information 
of users in the web applications. One of the most effective ways 
of preventing XSS exploit is to provide the role and session 
information to the user after adding a security tag in the SOAP 
messages, so that the script code can be executed according to 
the given roles. In this case, execution of source unknown 
scripts can be prevented[12]. 
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